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The principal legislation applicable to users|ingludes:
e Chapterlll of Title Il of the third volume of the Penal Code (article 323-1 to 323-7) that defines
breaches of automated information systems or their security systems and the corresponding
penalties,
o Statute # 78-17 of January 6, 1978 relating to information systems and liberties, modified by
the statutes gf IMarch 11, #88| December 16, 1992 and July M4 1994,
atute # 288885 relating®® information and computer fra
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0t the time of the account

network administrators;

user without said user’'s accord.
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ection|of egpipment provided by Efrei Paris to
lefined by on-kite system administrators.

ibn on Efrei Paris’ computer system that said user
briginates from the premises or from the outside.
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, Telnet, etc.) from personal/ computers machines

ipistrator and the site/network security manager.

Access to information resourges implies responsibi
Properly quit each session;

Not lock a computer during times of peak

ility. Consequently, it is indispensable to:

Not leave a session open during even a brief absence;

Protect one’s files and only leave what is strictly necessary on the network hard drives;
Nof leave any file on individual desktops and personal machines;

Inform system administrators of any attempt, failed or not, to breach security rules;

usage;

Use a computer appropriate to the needs of the task or assignment;
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Statute 92-684 of July 22, 1992 protects individuals against abusive or malicious use of information
concerning them and appearing in any digital file. The law specifies that:

The creation of any file containing personal information is subject to restrictive regulations
established by the CNIL (National Commission on Digital Information and Civil Liberties) prior
to its publication or implementation;

Once personal information is collected on any person, said person must be informed of the
existence of the file, its intended purpose and any existing access rights and conditions of use
of those access rights.
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